Internet of Things
mit LoRaWAN
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Das Internet der Dinge
(Internet of Things, |OT)

,Das Internet der Dinge ist ein Sammelbegriff tir Technologien einer
globalen Infrastruktur der Informationsgesellschaften, die es ermoglicht,
physische und virtuelle Objekte miteinander zu vernetzen und sie durch
Informations- und Kommunikationstechniken zusammenarbeiten zu lassen.”

Quelle: https://de.wikipedia.org/wiki/Internet der Dinge (30.03.2022)



https://de.wikipedia.org/wiki/Internet_der_Dinge

Was machen wir?
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Quelle: https://de.elv.com/loris-applikationsmodul-fuer-temperatur-und-luftfeuchte-loris-am-thl-157134721s=3927724023&c=1026



https://de.elv.com/loris-applikationsmodul-fuer-temperatur-und-luftfeuchte-loris-am-th1-157134?fs=3927724023&c=1026

1. Was ist LoRaWAN?



Was ist LoRaWAN?

Definition

 Funkstandard:
e Kleine Datenmengen
e Grol3e Entfernungen (LongRange)
 Niedriger Energiebedartf

e oft verwendet fUr Sensoren

e LoRaWAN: Netzwerk aus Sensoren/Aktoren (WAN = Wide Area Network)



Data Rate

Was ist LoRaWAN?

Ubertragungstechnik - Frequenzbander
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Was ist LoRaWAN?

Ubertragungstechnik - Technische Daten

Europa
ACHTUNG:
Frequenzband 867 - 869 MHz
Sendezeit ist in Europa begrenzt:
Kanéle 10 Maximal 864 Sekunden/Tag
Sendeleistung +14 dBm 2 25 mW
Spreading Factor (SF) 7-12
Datenrate 250 - 11000 bit/s

Quelle: https://www.thethingsnetwork.org/docs/lorawan/regional-parameters/



https://www.thethingsnetwork.org/docs/lorawan/regional-parameters/

Was ist LoRaWAN?

Das Netzwerk
Sensoren
@ (Nodes)

@ Endgerate
e
-

S

LoRa-Gateway LoRaWAN-Server Application-Server E




Stromverbrauch

Was ist LoRaWAN?

Gerateklassen

Betrachtung des Downlink Verhaltens

Senderichtung: Gateway — Node

Verzogerungszeit



Was ist LoRaWAN?

Gateway am SFZ Ochsenhausen

Antenne

nenstock)




2. The Things Network



The Things Network (TTN)

Ein IOT-Netzwerk

e |OT-Netzwerk fir LoRaWAN-Sensoren B ™, S
e Aktuelle Version: TheThingsStack v3 s

We are a global collaborative . P e ;’.?i;f:;,
Internet of Things ecosystem thal bt S we %..
creates networks, devices and 1
. solutions using LOROWANG. - )
e Account erstellen unter: g
Suart suilding .

https://www.thethingsnetwork.org



https://www.thethingsnetwork.org

The Things Network (TTN)

Die Console

Q bennoHIz ~

e Erreichbar Uber Benutzername > Console
e Auswahl der Region Europe 1 DA

North Americal
L Caldaeaia United St

Australia 1
aul - Sydney, sustrzlia

Legacy V2 Console
I, shuts cowr in Seocmber 2023




The Things Network (TTN)

Die Console

e /wei Bereiche: Applications und Gateways
—> FUr uns wichtig: Applications
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3. Die LoRIS-Base
Entwicklungsplattform




Die LoRIS-Base Entwicklungsplattform

Das Board

Nummerierte
Pins ;
Programmier-
_ \ Adapter  gignal-LED
Befestigungs- \
I6cher

Antenne

+
® dnt Innovation Gmbk § LoRIS-Base
MaburgerStr 20 K 21150078 BS

28788 Leer DE

USB-Typ-C
Anschluss

Power-LED
(nur USB)

Optionale

Nummerierte Funkmodul Létbricken ser-Button
Fins (SoC) (Funktions-
Taster)

Quelle: https://de.elv.com/lorawan



https://de.elv.com/lorawan

Die LoRIS-Base Entwicklungsplattform

Verschiedene Erweiterungsmodule

Quelle: https://de.elv.com/lorawan



https://de.elv.com/lorawan

4.Board in TTN einbinden



Board in TTN einbinden

Aktivierungsmethoden

2 Moglichkeiten, ein Device zu aktivieren:

e OTAA (Over-The-Air Activation)

e ABP (Activation By Personalization)

—> Wir verwenden OTAA



Board in TTN einbinden

Application erstellen

o o (L] < m ), . eul cloud thethings.nelwerk (-} (v)

23 5 . : A pu EUZ Community ﬁ
2 “‘ | m(l,']",ro'sl :-“lfOK 58 Overview B Appications ok Gatevay: —~= Crgarizaticns @ : v
e wove

Applications (4] Q rch by | + Add rpplication

o»
i

bennus-solaraniage Solaranlage Klusterblick
bennos-wettsrstation Benncs Wetterstatior
loris-base-benno LoRIS Base
my-wealherstzauon Mene LoRz-Wellerstation

Y Y ‘ ‘ﬂ", \ 9 e . &
Sttpsifeulcloud thathings.netwerk /censole/apelicationsjadd” i~ neuern Tsb offren - = ) a Gehsupport
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Board in TTN einbinden

< [ ©

THE THINGS STACGK

Lommunity Laiicn

23 Overview M App

Application erstellen

ok OGatevay:

Add application

Qwiner

bennchlz

Application D

test-applicatior-bennon

Application name

Test Application

Description

Create application

" o~

-

rgarizaticns

eul cloud thelhings.nelwerk

&

@ EUZ Community

© Gezsupport



Board in TTN einbinden

Device anlegen

o ® [I] - < > m ), gy cloud thethings.nelwerk (-] )

\ 2a . . ) - - S EUZ Community ﬁ

» “‘ 1 m[lll1nll':40$lf-“lf0n a8 Overview B Appications o Gatevay: == Crganizaticns L o ’ - bennchz ~
TGS o —_ — )
N woOve

> TestAoplication

m Test Applicaticn

Test Application

sl Overview ID: test-applicatior-ba2nno

A End device:

Mo recent activity A OEnddevices 2% 1Cvllaborater O« € AF| <eys
[ Lvedan
General infermation * Live data

<2 Fayload formzatters v : ;

’ tzst-applicaticn-benno [ )
J. Integrations v i,

b Nov 13,2021 153:35:42
(2] "
my LClieboralors asr apdated at Nowr 19, 2021 15:35:42
O APl key=

Q GCene-al settinzs

End devices (0) Q 5 4+ Add end device

@ =~ .1 menta @ Ge:support



Board in TTN einbinden

Device anlegen

O o ] -~ 4 @ ), - pul cloud thethings.nelwerk &

B3 et pplication Register end device

= From The LoRaVWAN Device Repusilory Manually
-m Overvew

A End devica Frequency plan ®
a .

surope BL3-370 MHz [SFD “or RX2 - "ecommended)

[ Livedan

LeRaWAN version

<2 Fayload formatrors w
MACYL0.3

J.  Integrations v
Reglonal Parameters versian

s Collzborators

O APl heys z : ivation, LoRaViAR das. and cluster sellings v
( 1 ) U » 5‘\

a General setlings DevEUI

AppEUIC

AppKey (

end device lD

Daten vom Sticker
des Boards

After registration
" View raa stered end device

Reguste - @nother end device ef this type

Register end device




Board in TTN einbinden

Test-Verbindung herstellen

Pins

e Board an die Stromversorgung anschlieBen

o | ED blinkt : Verbindungsautbau

w, 24 2322 21 20 1918 17 ' 84418
|E ~ LoRIS-Base -
£ 21150078 BS | &

— Q i 'r;x‘ .,
]

e |ED leuchtet grin auf: Verbindung

erfolgreich

e |ED leuchtet rot auf: Verbindungstehler

Quelle: https://de.elv.com/lorawan

e \Versenden einer Testnachricht durch Drucken
des User-Buttons

2333gINg Location Pavioad fcrmatter: C.aming Cenaral settings
° ° o
N a C rl C t e rSC e I I It u I Ite r lee Data . e e FHaprene | | ! ’
([
e : Formaxd uplirk dats message § Supoly Valtage: . TH Sensor Humidity . TH Sensex T TJre! , X _Resason: , Temgérature \SCr


https://de.elv.com/lorawan

Board in TTN einbinden

Payload-Formatter

o o [ -~ < m ), - pulcloud thethings.nelwerk (---] (v)
; - : : £ = - EUL Communit
- “‘ | '"(lﬂ"l'roslf'ﬂlfon 58 Overview B Appications ok Gatevsay: == Crgarizaticns e e Q hennchz
TGS o —_, .
N woOve
Uplink

m Test Applicaticn

eui-70b3d57ed004897b

=8 Overview ID: eui- TOb3d5Ted0048270
A End devic Trfa nfa dc activity yct
O Livedan Overvew Live datz Me=saging Location Favload formatters Claiming Cenzral settngs
<? Fayload formatters v ,
Uplink “Downlns
Y. Integrations v
oy Collaborators Sotup Tost
O APl kev= Formatiertype’ Byte payload FRort
Javaszript 1 4

¢ Gene-al settinzs
Formatter parameter

var Lx rezson , "Usarx E

functicn Dei r. bytes, gport
var decoded
110 porl 1(

1f( bytes.lenzth

deccdsd. | X_eazson tx_reason[ | bytes[U] & Ul 1]:
deccded. Supoly_Veoltage [ bytez[3] << € ) | bytes[4
1f( bvtes| bse I




Aufbau eines Frames

Applikationsspezitisch (1-223)

Gerateadresse

Frame Counter Daten

Steuerkommandos



5.Versenden von Nachrichten



Versenden von Nachrichten
Uplink vs. Downlink

o

e Uplink-Nachricht: Vom Sensor zum Netzwerk

* Downlink-Nachricht: Vom Netzwerk zum Sensor  f i
—> Einreihen der Nachricht in Warteschlange

(wird bei nachster Uplink-Nachricht versendet) 23 4'-*";%
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Versenden von Nachrichten

Downlink: LED steuern

Selbanger-Diraht kurzer Draht)

Runde Seite w ol o Flache Seite
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Versenden von Nachrichten

| oRIS Rase

Overviaw

Livedala

Paylsad formatior

Intezration:

Colaberater:

AP weys

Genu-al settings

U]

L)

Downlink: LED steuern

e oeul cloudthethings.netwerk =}

eli-70502Lffed0 1052

eui-7066e1fffe001052

D! evi-TC56e 1 FToD01052

MO0 18 e Lastactivity £ hourggnod

Overy ew Levedala Messagn 2 Locaixs Pay cad lermaltars

UaAink (Y

Schedule downlink

Insert Made
¢ Reploce dewnlink queue

Push o downlink queue (aopend)

FPenr
0 =

Fayload type

¢ Bytes IS0ON

Pavinad

©1 93

Confismed townl nk

Schedul: downlink

LED an: 01 03

Caming Goenaral settings

Gy

LED aus: 01 02

|E:)
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6. Temperatur und Luftfeuchte



Temperatur und Luftfeuchte

Sensormodul

Temperatur-/
Luftfeuchtesensor
(intern)

Temperatursensor (extern)*

Quelle: https://de.elv.com/loris-applikationsmodul-fuer-temperatur-und-luftfeuchte-loris-am-thl1-15713471fs=3927724023&c=1026



https://de.elv.com/loris-applikationsmodul-fuer-temperatur-und-luftfeuchte-loris-am-th1-157134?fs=3927724023&c=1026

Temperatur und Luftfeuchte

Firmware aufspielen

“‘ LoRIS-Base Flasher Toal
Help

LoRIS-Base Flasher Tool

v

DEV EUI (

JOIN EUI (

APP Key (

. N




Temperatur und Luftfeuchte

Messintervall einstellen

e |ntervall voreingestellt aut 10 Minuten

e kann per Downlink-Nachricht geandert werden:

2 9

Welches Board? Sendeintervall (Hexadezimal)
(hier: Temperatur/Luftfeuchte) (hier: 10 Minuten)



/. Datenweiterleitung




Datenweiterleitung




MQTT

Message Queue Telemetry Transport

Maschine-Maschine Kommunikation

. ) MQTT Publish / Subscribe
1999 zur Uberwachung von Olpipelines e E

entwickelt 5 M

- ‘ publish: “21°C"

Client-Server-Prinzip

S
Ubs, Cripea

" » . . emperaturfuhler -Broker Pbiish, 70
Publish/Subscribe - Architektur mit femperaturtin e \QC‘ D
Topics

Subscribe auf a Publish auf Mobiles Endgerét

Topic: “temperature” Topic: “temperature”

(z.B. Daheim/Wohnzimmer/Temperatur)

Quelle: https://www.informatik-aktuell.de/betrieb/netzwerke/mgtt-leitfaden-zum-protokoll-fuer-das-internet-der-dinge.html



https://www.informatik-aktuell.de/betrieb/netzwerke/mqtt-leitfaden-zum-protokoll-fuer-das-internet-der-dinge.html
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Datenweiterleitung
Datenweiterleitung tber MQTT

O

Apglications o Gatcvays

MQTT

MQTTis 2 publish/subscribe messagirg protcool designed o (oT. Everv applicaticn on T78 automaticzlly exposes an MQTT
endpeint, In arder ta ronnact ta the M| | server yau need to ereate a new API key, whicn will Functinn as ecnnection

passworc, You can alsc use an existing APl key, as cng as it has the necestary rights granted.

Further resources

] [ | | j 1

Connection information

MQTI sarver host

Connection credentials

W eulcloud thathings. network

&% Organizations

MQTT

cul.clouc.<hzthings.

cul.clouc.<hzthings.

loris-baze-bennokttr

Gererate new AP k=y

1etwork:1883

1etwork: 8883

}

& EvZ Community

&

henrchlz ~



Datenweiterleitung
MQTT-Clients

[@)] o MQTT Explcrer

MQTT Explorer Q Ssearch..

¥ eul.cloud thethings. network
Yv3 & -
¥ lcris-base-benno®@ttn Topc 'R ® -
Ydevices
Yeul-7066e1111e001052

up = {"end_device_ids":"davice_id":"=20i-7068 1{ffeN01052 ", "application_ids":{"appl catinn_id *:"loris-base-benno*},"dev_eui"-"7086 FIFFFFN01052" "join_eui™:"7. . E f { / /

uplink_meassace.decoded_peyload. TH_Sensor_Tempercture m ¢ X aplink_message.decoded_pay oad. TH_Sensor_Humidity o a X
v3/loris base benno@tin/devices,/cui 70€6¢1ffe00" 052/up v3/loris base benro@ttn/devices/2ui 7065e1ff 001052,/ up Value r—ﬁ A
_ 008: 0
T 24.11.2021 23.56:553
‘uplink_nessage”: {
6 "session_key_ic": "A¥1S5+77 JvRDKcOUIFnR7 Tg==", ’
"f_port": 10, ‘
271 52 ~ "f_ontt: 192,
"frm payload": "BAAACOKCANADANM+",
"decoded_paylocd": {
uplink_massace decodad_pzyload.Temperatura_Sernsof Q ¢ % - "Supply_Voltage”: 3033,
v3/loris-base-benno@tin/devices/eui-7DE6el 11100 052/up ~ "TH_Sensor_dumidity®: "62",
) ~ "IH_Sensor_lempercture”: "Z21.1",
o "TX_Reason”: "App_Cycle_Fvert",
e "Temperaturce_Senscr®: "20.8"
2076 ! H
» History o
Publish A

Die Desktop-Anwendung ,MQTT Explorer”

22:22 9

{ Wessages Message

Timestamp: 2021-12-22 22:12:15
Retained: no

Duplicate: no

application_id

c‘ev_addr

dev_eui

device_id

ioin_eqi |
received_at
confirmed
consumed_airtime

supply_voltage
£l

Die i0S-App ,EasyMQTT"



4+ Connections

TTN

maqtt://eul.cloud.thethings.netwo...

mqtt.eclipse.org

test.mosquitto.org

Datenweiterleitung

MQTT Explorer

MQTT Explorer

MQTT Connection maqtt://eul.cloud.thethings.net

TTNI Validate certificate Encryption (tls)

Protocol Host

mqtt:// ~ eul.cloud.thethings.network

Username Password

|OrIS'baSE'bennO@ttn D Y Q

DELETE i§ L2 ADVANCED B sAve (1) CONNECT



Datenweiterleitung

Datenweiterleitung und Visualisierung mit Ubidots

e®e [{[]+v (< E;‘ ) *: stem.ubidots.com -+

eee UbidoOLS Devices -

= LoRIS Base




Datenweiterleitung

Datenweiterleitung und Visualisierung mit Ub

ol
O
~t
(0p)

Uplink paylosd fo Bl stem.udidots.com m

New Data Plugin

search plugin

SenseCAP+T1S

ConnecT your SenselCAPR LoREwWAN
zensors o Jbdots usirg 15

oy Uoidois, Version 0C 1

SenseCAP+Heium

~ragrzte Sersel Al Lol&aWAN tensors
with Lb cotsusi=g H2um Lensale
¥y Uoidos, Versivn 0C 3

Siglox

2ecieve and decode daca from 5 fox
devices
Jy Voidos. Versoa 00 2

AWS 53 Backup

3ackup yoo-dam a2radically to AWE 53,

2 UDidazs, Veraon 1 Cc

AWS loT Core

2eceirve and decode dats from devikes
wonrected o AWS 10T Core
2 Unidos, Verdon 1€ 3

OpenWeather

‘Weathe corctions for a gren location,

aan

with data from cver 200,227 cites.

®

il

Swarm Hive

Rec=wve =~ decode data framr cevices
connestad 1o S“warm Hive netaerk
by Ubidots, Yersion 0.0.1

Monnil ALTA

Connact Monnit's ALTA devices to
LUbidcts
by Ubddels, Yersion 0.0.2

The Things Stack...

Monitor your 775 LoRAWAN gaiaways
by Ubidots, Yersion 0.0.2

The Things Stack

Receve 22 desode data fron LoRa\VAN
Jevioes conmmecled Lo TTS
Ly Ubadots, Yersion 1.0

Healium

Connact your =elium devicas te Unidas
by Libidots, Yersian 7.0 2

Zapier
Cannect your oT agglicgbcr vath 2CC0+

appe




Datenweiterleitung

Datenweiterleitung und Visualisierung mit Ubidots

B8 eulcloudtrethings.netwerk & (-] {_i Ubidets | Deta PL...

B wrisBase

- - -
e Overview

inaBox (@ Climate

A End devices

u Live Jala

Homey loTinaBox™ MClimate Qubitro
<> Fayloace formatrers v Intagrate Thoe Things Stack withy Plug and Play [aT Salut nas nregrate with MClimare Soad your €2 o Qubitro
X integratiors ~

W MQTT

* Viebhooks -
o Tago@ thethings.-iO [ I ThingSpeak
* Sturage Integrzlion

W AW ol

W Amure 16T Huh

TagoelQ thethings.iO ThingSpeak TTN Mapper

Inteprare wth TagnlO Inteprate wirh tr=things IO Send data ro ThingSpeak channel Contrhute data for coverape and

W Lokz Cloud
-n Cclzhorators

Ow AF| keys

dots

L Geneal sextings

Ubidots uiB Custom webhook

ntegrete with Ub i dots using Plugirs . Simply communicate Creats 2 custam wenhoak withou. .

¢ Hidesidzbar

@&

2 2027 The Things Stack by The Things ketwork and The Things Inc ustries EN w2172 Dacurantat on




Datenweiterleitung

Datenweiterleitung und Visualisierung mit Ubidots

i3 Ubdots | Data PI_

B eulcloud.thethings.natwork @ =

F Y m THE IHINGS S1ACK
——— Lommusity Laiion
LLARA REE ] &

m 1oRIS RBase

" n
Ba Cverview

.K End devices

B Livedata
< ? Pavload formatrers v
1. Integratiors ~

™ uGrT

W Viebhooks

* Sterage Integretion
W Aws el

W Azurc loT Hub

* Loka Cloud

- Colizborators
O APl keys

™ renssal earringe

23 Cuarview O Applicztions =& Gatevzays - Crpanizations

» Custom webhook

Add custom webhook

Template information

Ubidots
4 dols I~tegrate with Uk dots using Plugins
Azoul Ubiguis 25 Jucuinenglior 4
Template settings

Webhook 1D

ubidols-.n

Plugin IC

WADOLUIFFZJYHEIKbP B, 51218=

Unigue lentifier foand inyour Plugin's HTTPS LRI

Ubidote token”

LR N BN R R BN B B 'v @

Token used t

Croate uhidets webhanok

o authenticzte Ubicots AP re¢

& F 11 community q bennohlz =
| ! £

- .

© Getsupport




Datenweiterleitung

Datenweiterleitung und Visualisierung mit Ubidots

Acd custom web. . B stem.ukicots.com &

Decoding Function

Test payload

Simulate incoming data for tasting, debugging, ¢r troubleshooting purpeses

{}

31 /s et uplink's timestamp 'fnﬁA'
3z ubidots pay.oad[‘timestanp'] - new Date(args['up.ink message ] ['received at*]).qetiime(); 'Tfﬁ'
3 )
34 f7IF you're already decoding in TTS using payload formatters, T‘
5L S/ then uncommert the fo'llawinz 1ine Ta use "uplink_message.decad=r_payload"”. 1?é¥*3*
JJ PROTLIP: Make sure the inceming decoded nayload 1s an Ublrdots-zompatible JSUN (See hitps://ubidots.cown/docs/Iw/#s E:;q;>*~ .
a- decoded payload = args['uzlink message'] [ decodec payload ]; ——

/7 By cefau'lt, this olugin uses "uplink_ressage. “ro_poyload" and sends it to the decoding function “decodeUplink'.
Jf Far mare vencor-sascific decoders, check sut hrrpse//github. cam/TheThingsNetwork/larawan-devices/tree/moter/uan

J! Merge decodéc payload inigc .bidot§ payload
Objecleassignivbidots_payloed, decoded_payload);
return ubidors_payload

dF ]

d4/

1€ function decodelUplink(oytes) {

16 S Duccder for Lhe RAXI906 WisBluck Envircrmenlal Sersor (hilps://stlore, rakwireless, com/products/rakl526=-bime680=-unyv
59 var darndad = fl»

SAVE & MAKE LIVE

Console ~




Datenweiterleitung

Datenweiterleitung und Visualisierung mit Ubidots

Add custom weo... B stem.udidots.com n
SAVE & MAKE LIVE

Decoding Function
Test payload a
Simulzte incoming datz for test ng, debugging, or troubleshoot ng purgoses

v T Y T W Y R Y TS Y A Y T W Y SR T T T ST Ay L s T -

21 /¢ Merge decoded payload into Ubidets opayload _.;:'.‘_;

a7 Anjecr.assign(unidors_payload, decoded_paylaad); et

L3 raturn ubldcts_osayload wae S

&4 :'v 2N

o e

25 gdgetion decoocUplink(bytes) { ST

47 i e f0r the RAK1925 WisBlock Favironnentzl Sensor (httas://stars.rakwireless.con/praduets,/rakl 9052y Fa-eny

&3 var decoded = (1%, e

9 if (bytes[¢] 1] « -

59 /717 received data is of Envinge 'Monil;rinu Lypu ” =

51 decoded, temperature = (bytes[1] << 8 0 eadg]) ) 7 16805

52 decoded .fumidity = (oytes[3] << & | (byres[d])) oG,

23 decoded.pressure = (oytes[8] | (bytagew®E °) | (bytes[o] 22 L (bytes[S] << 24)) [/ 12u;

o4 decoded.cas - bytes[1Z] __Ji& ] == 8) | (bytes[10] == 16) | [oyteDps S )i |

33 } i )

35 return eggen® descoded}; v

57 i "

>3

39 rodule.exporis  { format cayload };

SAVE & MAKE LIVE
Console A
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Datenweiterleitung

Datenabfrage via Javascript

LoRIS Base X —+

&, (Y file:///Users/benno/Documents/Projekte/LoRaWA! ¢

14.4.2022 - 15:42:56

Temperatur Innen: 22.2 °C
Feuchtigkeit Innen: 55 %

Temperatur AuBen: 21.6 °C

G



Datenweiterleitung

Datenabfrage via Javascript

1. Daten-Speicherung mit Storage-Integration
2. Daten-Abrut uber Schnittstelle (API)

3. Anzeige Uber Javascript + Bootstrap (Grafik-Framework)
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Datenabfrage via Javascript
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Storage Integration

The Storaze Integration allovss storing reccived Jpstrocam messages in 2 persistent datzbase, and rotrieving them at alater

t'me. This integretion isimplementad as an ) Applicatinn Packags |4 and ran be anakled per applicatizn o~ per and device

Further resources
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= The Storage Integration is currently activated

You can use the endpcints be aw to “etr eve data fro~ the starage. Far detailled A2 description, see

GET Ft=ps //eul cloud. <hethings network/zpi/v3/as/zpplicatiors/loris-hase~
penno/packages /storage/itypet
GET bht=ps://eul.cloud.“hzthings.network/aepi/v3/as/applicatiors,/loris-hase

bennu/devices /fdevacy_ddF/vac<ages,s Lorage/ fLyped

Ceactivate Storaze Integration
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Getting Started Devces Gateways ntegrations Refererce Get The Things Stack
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Overview A valic AF| ey with the RIGHT APPLICATION TRAFFIC READ FiCNts is required. Retrieve Uplinks using the
HTTP API
Adding Applications . _
# Retrieve stored uplinks for application "appl® Retrieve Uplinks using the
Adding Integrations curl =€ "https://thethings.example.com/api/vi/as/applications/<application-id>/packages/storace/uplink r CLI

. «F "Authorizat:on: Bearexr SAPI KBY" \
Cloud Integrations

-H "Accept: text/event-stream' \

MQTT Server -d "limit=10° \

-¢ "after=2020-08-20T00:00:008"
Pub/Sub

# Hetwrieve satored uplinks for device "devl"” of applicaticn "app.”

LoRa Cloud curl -6 "httpa:/S/thethinga.example.com/api/vi/aa/applicaticna/<application-id>/davices/<device-id>/packa
Node-RED -H "Authorization: Bearer SAPI_KEY" \

-H "Accept: text/event-gtream’ \
IFTTT -d "limit=10" \

-d "after=2020-08-20T00:00:002"
Paylcad Formatters o R R T I R N I BT NI TS

Storage Integretion
- g e ¥ See example APl response

Configuration {'result":{"end device ids":{"device id":"devl", K "application -ds":{"application_id":"appl'}, 'dev eni":"

Enable/Disable

{'result":{"end device_ ids":{"device_icd":"devl","application >ds":{"application_id":"appl'}, ‘dev_eui":"
Retrieve Messages
Use field masks tc specity 2 subset of ti2lds that should te returred by the APL For exambole, to retrieve the decoded

payloac field anly, set the field mask as shown balow. Note that the end device identifiers and the timestamp &re
always included in the message.

Webnhocks

curl -G "httpse://thethings.example.com/api/vi/ae/applicaticone/<application-id>/packages/storace/uplink m
-E "Authorization: Bearer $API_KEY" \

-E "Accept: text/event-stream” \

-¢ "alter«2020-08-20T00:00:002" \

=¢ "fleld maskeup.upl nk messave.decoded paylecad”
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e HTML mit Bootstrap als Grafik-Framework:
https://getbootstrap.com/docs/5.1/getting-started/introduction/

e Javascript-Code tur Datenabruf und -anzeige

iIndex.html Heute, 11:23 1 KB HTML-Dokument
.. mainScript.js 14.04.22, 15:57 2 KB JavaScript script


https://getbootstrap.com/docs/5.1/getting-started/introduction/

Antwort (im JSON-Format):

v result:
v end_device_ids:
device_id:

» application_ids:
application_id:

dev_cui:
dev_addr:
received_at:

v uplink_message:
f_port:
f_cnt:
frm_pay load:

v decoded_payload:
Supply_Voltage:
TH_Sensor_Humidity:
TH_Sensor_Temperature:
TX _Reason:

Temperature_Sensor:

"eul-7066elfffe2d1052"

"loris-base-benno"
"TO66E1FFFEQ01052"

“260B2B6A"
"2022-84-14T13:53:08.5025543692" ﬁw«.

10
5892
"BAAACTIwCANKDADES"™

2908
56" -
"ADP_CVClé_Event”
"21.7" dffmsrammmsen

v rx_metadata:
v D:

v gateway_ids:
gateway_id:
eui:

time:
timestamp:
rssi:

channel rssi:

snr:
v location:
latitude:
longitude:
altitude:

source.

v gateway_ids:
gateway_id:
eui:

time:

timestamp:

rssi:

channel_rssi:

snri
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"sfz-ox-gateway"
"DCAB632FFFEQCBFCA"
"2022-04-14T713:53:08.2552"
3513463043

-119

-119

3.2

48.06489508067312
9.954755902290346
541

"SOURCE_REGISTRY"

"testttn”

"3133303747003B420"
"2022-04-14713:53:07.9658702"
1264820596

-110

-110

-1.75

» settings:
v data_rate:
v lara:
bandwidth:

spreading_factor:

coding_rate:
frequency:
timestamp:
time:
received_at:
consumed_airtime:
v network_ids:
net_1id:
tenant_id:

cluster id:

125000

5

g 5

"868100000"

3513463043
"2022-04-14713:53:08.2552"
"2022-04-14T13:53:08.292999194Z"
"0.061696s"

"000013"
ll.t_tnll
"ttn-eul"



Was haben wir gelernt?

e \Wie konnen die Daten gespeichert und angezeigt werden?




